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Agenda

1. Paul Sztorc / LayerTwo Labs
2. BIP 30(; A Bold Claim

3. | will quickly show you all the other slides:
1. Detalls of the Bold ClaimHeterogeneityNamecoin Truthcoin
Prison Metaphor
Actual zCash Example w/ Screenshots
The BIR; The Six Messages of BIP 300 , Explained
CKS2NBY 129 (2 t2fA0S | w/ KFIAy®8 2S
Two Critiques of Bip300
Appendix: Fees

4. Q&Ac You tell me, what , you actually want to see.

NOoO kWD

t.me/Dclnsiders : www.LayerTwol abs.com @truthcoin
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- dzft Qa

AUGUST 2015

Nothing is Cheaper than Proof of Work

JuLy 2015
The Win-Win Blocksize Solution

MAY 2015

Bitcoin and Deflation, The Last Word

JANUARY 2015

BitUSD Isn't Worth The Trouble

NOVEMBER 2014

The Limits of Blockchain Tech

Altcoins Aren't Money, They're Bitcoin's Casino/Laundroma
Long Live Proof-of-Work, Long Live Mining

Active Decentralization

Three Basics

MARCH 2016

The Peer Database ("Private Blockchains" Done Right)
Private Blockchains, Demystified
The Trusted 3rd Party Doesn't Scale (But Blockchains Do)

One Chain to Rule Them All

DECEMBER 2015

Salvaging the Blocksize Discussion, in Two Questions

NOVEMBER 2015

Drivechain - The Simple Two Way Peg

OCTOBER 2015

The Hashing Heart Attack

PSA - Linking to a Blog Section

SEPTEMBER 2015

Oracles are the Real Smart Contracts

Measuring Decentralization

MAONnNnb

OCTOBER 2017

Fork Futures (via the Exchanges)

JuLy 2017
Proof of Stake is Still Pointless

JANUARY 2017

Blind Merged Mining

Mining - Threat Model and Equilibrium Analysis
The Mirage of Miner Centralization

Upgrading 'Smart Contracts' to 'Wise Contracts'

Two Types of Blockspace Demand

DECEMBER 2016

Against the Hard Fork

Better Fork Terminology

MAY 2016
BTC Codex - The Digital Identity Sidechain

The Drivechain OP Code

SEPTEMBER 2018

Expensive Privacy is Useless Privacy

Five Lies and the Truth

JUNE 2018

BitAssets - A Digital Assets Sidechain

APRIL 2018

Meditations on Fraud Proofs
Blockchain Fusion (via Compensated Sidechains)

Bitcoin Post-Maximalism

MARCH 2018
GigaChain

NOVEMBER 2017

The UASF Contradiction

The MAHF And Replay "Protection”
More Terminclogy -- Forks and Splits
Miners Don't Control Tx-Selection

ASICBoost is Worthless

- 3Sa

JANUARY 2021

OpenVote - Auditable, Fast, Private, Secure Voting

JUNE 2019

The Consent of the Governed

Map-Territory Epistemology (Part 5)
Map-Territory Epistemology (Part 4)
Map-Territory Epistemology (Part 3)
Map-Territory Epistemology (Part 2)

Map-Territory Epistemology (Part 1)

FEBRUARY 2019

Security Budget in the Long Run

DECEMBER 2018

Imposed Mutual-Exclusivity (IMEX) for Hard Forks

NOVEMBER 2018

APRIL 2023

Small Transactions

JUNE 2022

The "Sidechain Vision" for Bitcoin

APRIL 2022

Lightning Network -- Fundamental Limitatic

‘OCTOBER 2021

Security Budget Il, Low Fees, and Merged M

FEBRUARY 2021

Sidechain For BitNames/Logins/DNS, Taking
Sidechains for Scaling -- Thunder Network

Sidechains for Privacy -- zSide and Melt/Cas

Gradually Activated Replay Protection (GARP) - Toward Hard Forks that D«

Suck

Deniability - Unilateral Transaction Meta-Privacy

t.me/Dclnsiders

www.LayerTwolLabs.coni

@truthcoin | -
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ada

My B|g Break Adam Back links to my blqdpec 2014

y, lack of price/supply feedback & long run electrical cost

Sr Member

Activity: 404
Merit: 318

in bitcoin we trust

&

t.me/Dcinsiders WwWw.Layer | wo

7 December 29, 2014, 12:21:39 AM #1

Some hypothetical thoughts about price stability, (lack of) price/supply feedback and long run electrical cost.
Not a call to change anything just some thoughts.

One observation people often make about the difference between bitcoin & gold is that gold reacts to price changes, by rate of supply increasing when
price is high, and rate of supply decreasing when price is low. This effect has some positive feedback loop in the direction of stabilising gold price.
Products with an inelastic supply function (like bitcoin or farming with long production lead times) result in gluts and shortages which take longer to self-
correct than something with an elastic supply function.

While bitcoin cant directly know its price as that is an externality, one related thing it does know is the rate of difficulty change. An indication that supply
is too high would be that difficulty is slowing, or similarly an indication that supply is too high difficulty increasing too fast.

So we could (hypothetically) change bitcoin to decrease subsidy per block if difficulty increase is above 10% per 2016 block period (2 week retarget).
What could we do with the unclaimed subsidy? We could defer it so that bitcoin subsidy lasts for longer, and/or we could bring it forward again if difficulty
slowed, eg for example increase the subsidy per block if difficulty increase falls below 0%.

If subsidy is not deferred, just deleted, that saves electricity and reduces the supply.

One might even speculate that the absence of price or rate of difficulty change feedback is currently causing price drops as mining difficulty is falling for
the first time while the production cost (mining) is efficient (close to market price of coins) even for the most efficient operators. Or put it another way
miners in todays market would be happy to get another 5% at 13.125 btc/block over 12.5 btc/block.

A second question is if bitcoin is $10,000/btc or $100k or $1mil which would be supported by various real-life uses eg see page 5 of report comparing to
different aspects of gold ownership https://cdn.panteracapital.com/wp-content/uploads/Bitcoin-vs-Gold.pdf then at those prices, what happens to
electrical use and mining investment. Is the result sustainable.

Now one argument is more security is needed for higher market cap $21 tril? [XleRElaleld = g Tge [Flaa iR e R To 1o s = aa L ln T ale Moot T g et == 1 AN =100 =T W= 1= (11

pass, bribe, hack etc the artificial factor. (eg Paul Sztorc makes that argument in

allsllslefd] I notice Nick Szabo made a similar point in an old blog post also. The cynic may like to
think of the lack of mining for USD (or other fiat) leading to huge expended effort for people to lobby, bribe etc to get access to government funds, where
those funds partly come from inflation (which is a form of taxation) and also quantitative easing and bailouts. The resources arent actually saved, they
they just go into lobbying efforts and create cost via inefficient allocation of caiJ:aI that arises as a cost of moral hazard.

abs.con @trutncoln |
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Since Then
A2 NP (rathcaire ¢ KA G SLI LISNI RSOSYUNI £ AT SF
ATechnical Talks

A Scaling Bitcoin 1 2 &-3Program Committee for #4

A TabContvery year keynoted in 2018

A Bitcoin Wednesday all around the globe (Toronto, Chicago, Amsterdato),
A BitDevsc Summer 2014 (NYC), Austin (May 2018)

A Consensus Construct (2017, 2019); American Bar@xeonLondon (2017)
A Bitcoin Miami 2019/2021/2022/2023 & Amsterdam

AWrote BIPs 300 and 301.
ACountless Podcasts
AFinancially Stable ....and therefore loyal to Nobodlahaha
(My loyalty Is to Bitcoin only.)
ARaised $3M to start LayerTwo Labs & Hilgoinersdominate the world.

t.me/DclInsiders www.LayerTwolabs.com @truthcoin
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BIP30Q; A
Bold Claim



Part 2¢ Why Bip300

My Three Favorite Endorsements

Ab5 NAJSOKI AyaxtkNbB LINBuueée 022f
AYLEZNUIFY U 2N dza ST dz UKIlFyYy t S
- Adam BackBaltic Honeybadger 2022, Live on stage in front of everyone

l.j

AG2S YSSR S5NRAYGSOKIAY 2NJ I ff

f X
Q
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A

gAtt 0S AY QOlFIAYyPE dPDP A5NANIDSOE

- flatjaf, (creator ofnostr), on twitter

O

S
K

la LY

£
| 7

A2 S YySSR &2dzNJ LIN22SOUSZ 2F O2dzNE ¢

- RenePickhardt( Author ofMastering Lightning #1stackoverflow(?)
contributor for LN questions ), MIT Bitcoin Expo, 2023

Visitwww.LayerTwolabs.com/friendsr 47 more!

t.me/DclInsiders www.LayerTwolabs.com @truthcoin |
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A Bold Claim

A.Ltonn {2f@Sa !'fft 2F . A002AyQa
Heterogeneity Problem

Scalability

Privacy

Scamg EliminatingScamCoinsDomesticating the Token Casino

Security Budget

Decentralization
. aCdzy RFYSYUGlFt +IfdzS¢ 2F . A002AY
AWith...

H. ...zero risk to Bitcoin!

G moOOw2»

t.me/DclInsiders www.LayerTwolabs.com @truthcoin
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BIP300: Everything
on Top of Bitcoin

zCash| | FileCoin

ETH VISA
WeChat Pay
ETH| | zCash| | FileCoin VISA| | WeChat Pay

TodayL TomorrowJ



BIP300: Everything
on Top of Bitcoin

zCash| | FileCoin

ETH VISA
WeChat Pay
ETH zCash F|IeC0|n VISA WeChat Pa;\

05 b b

TodayL TomorrowJ




The Coming Qeath
2T . AUO2Z2 A Yo laterand

all of these things

COmpetltOFS fit in your pocket.
=
(5
BTC BTC +
Today Drivechain

* Network effects of Money
* Universality of Computation e
* Tech/Culture Kick People Out FileCoin




Drivechain = Altcoin Tech, BTC Coin Only
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A Bold Claim

A.Ltonn {2f@Sa !'fft 2F . A002AyQa
Heterogeneity Problem

Scalability

Privacy

Scamg EliminatingScamCoinsDomesticating the Token Casino

Security Budget

Decentralization
. aCdzy RFYSYUGlFt +IfdzS¢ 2F . A002AY
AWith...

H. ...zero risk to Bitcoin!

G moOOw2»

t.me/DclInsiders www.LayerTwolabs.com @truthcoin
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Smart Contracts

A. Heterogene
A U O 2 A y R 2 S Turing Completeness

Ring Signatures

but can it do _ zk-Snarks

LargeBlocksizes
NFTs

Oracles

s Mimblewimble
X étc)

, @S you can
you really

good thing that the protocol is so difficult ta
upgradebecaX

Noob See BIP 300. Bitcoiner

t.me/Dclnsiders :www.LayerTwol abs.com @truthcoin ||

S
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A. Heterogeneli o
| can iImprove Bitcoin! It only

needs my new idea:
When can you merge my code

yiz2z . AG02AY
SaiARSasz yyypyyy

YSNHSR Ayidz X

Noob (and/or

Fringe Genius) Use BIP 300.

Good luck!! Bitcoiner

t.me/Dclnsiders :www.LayerTwolLabs.com @truthcoin: &
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2 Ké | | ay MreadyCanguéeredithg World?
2009 2011 2013 2015 2017 2019 2021 2023
Initial Growth P Blocksize War Today

t.me/Dclnsiders

www.LayerTwolLabs.coni

@truthcoin
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2 Ké | | ay MreadyCanguéeredithg World?
2009 2011 2013 2015 2017 2019 2021 2023
Initial Growth P Blocksize War Today

ACulling of the Weak
AUnreliable allies were purge

ADemonstrates our Commitment
to Decentralization

Alt takes time!
A S**tcoinsexist because of

Y 2 NJ f

RSTSOU

scams, bad marketing).

t.me/Dclnsiders

www.LayerTwolLabs.coni

@truthcoin
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2 Ké | | ay MreadyCanguéeredithg World?
2009 2011 2013 2015 2017 2019 2021 2023

Today
Alt takes time!

A S**tcoinsexist because of
Y2 NJF f RSTSO0OU
scams, bad marketing).

Initial Growth P Blocksize War

ACulling of the Weak
AUnreliable allies were purge

ADemonstrates our Commitment
to Decentralization

A Complacency /
Fllppenl_n%y’
Uncertainty that
. AUOZAY A

A People like the
features and cheap

{%g’k%fh%tiﬂgf lacg

A Community no longer a welcoming / pgvowth place

A Gave pretext / justification to Ethereum / other
competitors.

A Demonstrates our abandoning our cqre mission (world
R2YAYIFIUAZ2YZ2Z aO0AUOZ2ZAY a
Internal political games amongst ourselves.

t.me/DclInsiders www.LayerTwolabs.com @truthcoin
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A Bold Claim _. _
A.Ltonn {2f@Sa 1ttt 2F . A002AyQa

A. Heterogeneity Proble il e e
SRRy e-IfE] A team of regiorspecific chains, each with a large growing Blocks@aboard users directly to L2
C. Privacyiei ey
DA TR M= IIgEllg Have a dedicated NFT/ERC/Ordinals chain. Pay all txn fees in BTC. Clear c(
E. Security Budg Merged Mining = miners collect ALL fees from ALL chains. For
Sl ligz IFLNife] Shrink L1 Bitcoin Core Blocksize, and ossify (the spec at least). No more p
G. ACdzy R YSY U I € Chains are actually useful fazal world tasks

AWit BitNamest Truthcoin; examples

H. ...zero risk to Bitcoin!

t.me/Dclnsiders www.lL ayerTwoLabs.com @truthcoin | =
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CKIFIUO a¥%SNPR wAialé tF NJ

Bip300 is an easy soft fork to add to Bitcoin... And an easy soft fork to remc

Bitcoin BIP 300 ] New Bitcoin
Core v25 Softfork ] Core Interoperable

with Core v25

A SoftforkBanning all
Bip300 ] Bitcoin

Deposits/Withdrawals T—1 | @625
from L1

New Bitcoin
Core

with Core v25

So, worst case scenario, miners just run a simpféeork,
t1and we are exactly back to where we are today. truthcoin | -
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A Bold Claim

A.Ltonn {2f@Sa 1ttt 2F . A002AyQa
IV Diferent chains for diferent users

Shrink L1 Bitcoin Core Blocksize, and ossify (the spec at least). No more p

G. aC dZ}f R | YSY Ul 1 Chains are actually useful fizal world tasks

BitNamest Truthcoin; examples

H. ...zero risk to Bitcoin!

t.me/Dclnsiders www.lL ayerTwoLabs.com @truthcoin | -
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Scalabilityy Comparison to L%I

Onboard without Layefl No Yes
Recelve Payments while Offline* No Yes
Recover Wallet From Seed No Yes
Unlimited Liquidity No Yes
Option to use SPV Mode No Yes
Reckless Yes Yes
Txn Settles Instantly Yes No

X0KS LINRA Yl NE
So, LN probably best for-person retail; DC better for online shopping, perhaps.

* | assume that an automated
hot-wallet is out of the question!

Lightning N. LB Drivechair

[fal’t @dttlgniieht Bpecially whierbboti Buyer and seller are online.

24



LargeBlock&? What about Decentrallzatlon??

A Scalability Paradigm Shift
2 K

xxxxxxxxxxxxxxxxxxxxxxxxx
ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ NFisnErpEaaanm :
: :
I ER TN XZw Zn TN Xr XY I Xn' T T XA XN X TH Xy TN Zn X T X" XH X ITx I X -h
=
uuuuuuuuuuuuuuuuuuu E T R e re e e e ARt By re e e F
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu
ooooooooooooooooooo B §cs2eeEsanasae
0
.
O 0" Oy O O O O Or Oy O OF O OF O O vl = 8 OO0 O O O O Oy Or O O O OF © -
: .
mmmmmmmmmmmmmmm =[O BEEEE R R :
:

o < < < < < < < . ¢ < e < < < < < < < Cdr €y €y 5 4y <0 <

Gyer 1 Mainchai) k Layer 2 Largeblock Sidechain — “Thunder” J

Remembey: Heterogeaelty' People are different! _ 5 5
a/ 2F¥FF¥SS UEYe¢e R2Sa y2u YSSR | a YdzO
Bitcoin must compete, today, with Venmo.

25




Fundamental Value Namecoin

Satoshi canventsNamecoinn 2010

ANamecoirEnables: |2 K& R2Sa U02RlI é&Qa AYUSNYySua a
AOne Username Own a single username, that works everywhere, on every site.
ANo more passwordst[ 2 3AY ©0& O0SAY3IA AGLAYIASRE FAdl
AEasy to keep different online identities separate.

AdPayMait ¢ Special inbox where people must pay you $ in order for the message
to go through.

A PayMailfor introductions + Whitelists = eliminates all spam from the internet. This breaks the
chokehold of Google.

A On-chainPayMailis completely, 100% untraceable if you run a full node. No TOR required.
AEveryone has entb-end encryption. Everyone has a TOR / i2p website.
ANo seizing of ICANN domain names.
A(Through Bip47 / similar), eliminates the need for Bitcoin addresses.

t.me/DclInsiders www.LayerTwolabs.com @truthcoin
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Screenshot #1 from @

www.truthcoin.info/
blog/bithames/

»
«

Elon Musk @elionsmusks - 4h
Replying to @EmZIp1dp7EGKI3A @elonmusk

Amazing emoji. I'm in the mood for a giveaway.

Just send me from 0.6 to 5 ETH and get 6 to 50 ETH.

Address goo.gl/wo9eH5

C) 11 97 C) 845 M

Jack @jackforth1984 - 4h
works perfect. i have 6 Ether now, but i want more.

o 11 100 C) 638 ™M

bay @bayta1982 - 4h

Initially 1 thought "maybe not", but then tried it and - woot - it works. gj

C) 2 11 100 ) 633 &

t.me/Dclnsiders

www.drivechain.info

@truthcoin (| =




' [ libertyreserve.com/index. x

E ; C re e n S h Ot #: ! fro m € C | [} libertyreserve.com/index.htm||
For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

www.truthcoin.info/
blog/bithames/

THIS DOMAIN NAME HAS BEEN SEIZED

by the United States Global lllicit Financial Team
in accordance with a seizure warrant obtained by the

United States Attorney's Office for the Southern District of New York
and issued pursuant to 18 U.S.C. § 982(a)(1) by the
United States District Court for the Southern District of New York.

t.me/Dclnsiders

www.drivechain.info @truthcoin ! -

(Ve




“If you think less of yourself after doing it... don't do it again.” How to SUppOft the channel’?

Donation link is in the desc ,»

The Stoic Emperor gonatonjink s SC0p

Screenshc P e — e — e — ey

Kevin Clark $25.00

Austin Breldenthal $25.00

John ' , : . Iup \]\ stery $9.590.26 (1B’

t th Vne ‘ ' @ Nathan Baker $5.000.00

WWW.Tru | ( , B . Sathn)BakesS000,0
blog/bithame | |

Paul
Charles
Morphy

Use #suggestion when suggesting a game for me to analyze. Thank you :)

#MorphySaga
RARNES Powerl! Il Marnhv ve Owen (1858)

10

I'C)

»
-

t.me/Dclnsiders www.drivechain.info




Fundamental Value Truthcoin

Paul (me) invent$ruthcoinin 2013/14

ATruthcoinEnables: |2 K& R2Sa U2RIFeéQa AyuSNysSu a
A Prediction Markets; prevents politicians/CEOs from lying.
A Prevents politicians/CEOs from lying
A Each voter/shareholder/whatever can become optimally informed, with zero effort.
AWilcounteractd N} GA 2y I § Ady2dMbief 0DBEaEARY Rt/ ANNFYAZ2Y T A
A9EAYAYI(0Sa UKS SYUANB GYAAAYTZ2ZNXYI )2y € L
A Thus, politicians will have to work as hard as possible.

S~

3

TN 41

Quiscustodietipsoscustode®¢da . dzi K2 A& Ay OKLI NH S] 2F (K2 aSs

A Fork futures-would have prevented the Blocksize war.

A Portfolio replicationc allows for stablecoins/anythingoins...no backer needed!
A Paves the way for landalue-Futarchy / nirvana.

t.me/DclInsiders www.LayerTwolabs.com @truthcoin
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Rot From Above: Who controls what?

Informed or . CEO / President / Senator / EddiorChief
2 1 KSNWA aSX

G-Suite / Cabinet /
Coordinators / Reviewers

Managers / Directors /
Aides / Researchers

!

Shareholders /
Voters / Colleagues

Staff / Research
Assistants

” Satisfaction of:
' @SM {t Customers / Citizens / Readers

31



1. How to wecombinethe many preferences of this
group into one request?
Shareholders / 2. Do we each have tmonitori KS t SI RS
Voters / Colleagues not, who do we trust (and why)?
3. LT L R2yQil tA1S (KAaA
others agree? How do wige the leader?

Prediction -
Markets fix
this.

/q

. CEO / President / Senator / Editor-in-Chief

C-Suite / Cabinet / X Y | 1
Coordinators / Reviewers -
X220

a
AXPEPR e XFTAN

Assistants

Staff / Research C 9 @

Q
c
(0]
(@]
C
(0))]
—
@]
Q
¢)]
—t

@)
wm
@]
(V)
(@]
c
(0)]
—
@]
o
D
W
N
Q

o
N
cC
(]
A
N
S
Q¢
S
<,
@]
A

t.me/Dclinsiders www.lL ayerTwoLabs.com @truthcoin | =
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Pred | CtIOﬂ M arkets A Screenshotfrom my own BTC sidechain project

' Hivemind Core - Wallet [testnet] | 909 www.BitcoinHivemind.com
Elle Settings Help
<> Overview Send Receive Transactions Markets Decisions Author Vote

This is a pre-release test build - use at your own risk - do not use for mining or merchant applications

Recent Hivemind Objects: Balances
Typellcon : & Available: 400.00000000 BTC
.= Pending: 0.00000000 BTC
.- Bitcoin exchange rate as reported by CoinDq Immature: 50.00000000 BTC
.- || Total: 450.00000000 BTC
= Will Jeff Immelt have been replaced, as CEO
. Recent transactions
.- 5/17/16 11:41 [+50.00000000 BTC]
.= Global surface temperature anomaly, cumul
. 5/17/16 11:41 +50.00000000 BTC
.-
— Will Barack Obama win US President in 201
= 5/17/16 11:41 +50.00000000 BTC

Unemployment drivers 5/17/16 11:41 +50.00000000 BTC

5/17/16 11:40 +50.00000000 BTC

Unemployment drivers

2
. 5/17/16 11:41 +50.00000000 BTC
M Fire Immelt?
L.
2

< >

""""" TLMerUCInsIuers www.arivecnain.mmio @truthcoin




Pred | CtIOn M arkets A Screenshots from my own BTC sidechain project

| Hisrmmmaisnsl s _ W= lladk TEacdkmaeT | 2 £y E3
o | Hivemind Core - Wallet [testnet] | WWW. vBJIQOInHlvemlnd Com
_E'Ie Settings Help File Settings Help
: Overview Senéﬁ Overview Send Receive Transactions Markets Decisions Author Vote
This is a pre-release § Bw:af“h: Scale: - 1d _3d Jlwk 3wk _1m _3m 1yr < >
ain v
Recent Hivemind Ob Search: Graph : Market Info
Type/lcon ° Unemployment drivers
'
. iy Bitce
L
' - Title: Unemployment drivers
. . Description: Market on unemployment
. - Will Tags: tags
- Market |1D:
' . 40e701a38cfc16df5502070ff05ff274682a84e6413d01742821f...
[
= Glok
]
=
] :
Will
- ; 2
. - Fire Immelt?
M Unel
—
Title: Fire Immelt?
Description: Market on the employment of GE CEO Immelt
: Tags: tags
M Fire Market ID:
23f3591495cf5158b35c0el945fade02aa6021350fhea957a768. ..
M Unel
a—

Unemployment drivers

‘!llL—llllI.m - A’UthCO”']




Pred | CtIOn M arkets A Screenshots from my own BTC sidechain project

Trade www.BitcoinHivemind.com

_Flle Settings Help Elle Settings Help

Market ID: 40e701a38cfcledf5502070ff05ff274682a84e6413d0174282ff54d45d0576¢c 3 Copy

‘| Overview Sen ¢ Overview Send Receil
This is a pre-release t Bw:ahchi Scale: Standard Two Dimensional High Dimensional
ain bt
Recent Hivemind Ob '
Typelicon : Search: Market Graph: = 1 Month _ 1 Day 5 Minutes 4" + Long (Buy) . Short (Sell
.- o Make Order ? Help
.= Bitcc # Shares:
- e
0
-
"~ :
j == Price:
= 0.00 v
- :
= Glok
- —
.- Will Decision State:
.-
Payout Address:
M Unel
I
M Fire
| — Current Price: 0.00 Shares Owned: 0 ' Shares to buy: 0
M Unel Your trades: Trade Cost: 0
— Balance: 0
' ' @ Finalize
COTOTTT e Vo o 3




Pred | CtIOn M arkets A Screenshots from my own BTC sidechain project

Trade www.BitcoinHivemind.com

File Settings Help
TS Overviem Market ID: 40e701a38cfcl6df5502070ff05ff274682a84e6413d0174282ff54d45d0576c @ Copy

Elle Settings Help

‘| Overview Sen ¢ Overview Send Recei
This is a pre-release t Branch: Scale: Standard Two Dimensional High Dimensional
Main v

Recent Hivemind Ob
' Search:

* Long (Buy) . Short (Sell)
Make Order ? Help

Market Graph: »= 1 Month 1 Day . 5 Minutes "

Typeflcon
. - Tags:

= C{F NN B # shares
.E I 18 R 10 | +10
.- .......................................................................................................... Price:
- ~
== Glok _—
I O o Y
.E Wil | B ) e L S L) Decision State:
L : .
M ur s Payout Address:
YSe LRSI Y--fuiu@slznalfkext DKe €
.00 Shares Owned: 0 ' Shares to buy: 0

for how well certain leaders would Shares o | 0
perform, if they were In charge. Balance: 0

@ Finalize

ASLicAAETILL i Vo oy




2 - Prison
Metaphor



How 1t Wor

ANew Kind of
Output:
al | a KNI
9a ONR g €
AAnyone can

deposit to itat LTI
any time.

AButwithdrawals
are very slow.

Series of gates. .



39

13,150 Gates

Only way out.




Example

ﬁ‘f Overview [-b Send \@7 Receive Transactions

-

Bitcoin Core - Wallet

Balances (out of sync) Recent transactions (out of sync)
Available: 0.000000008BTC

Pending: 0.00000000 BTC

Total: 0.00000000BTC

Synchronizing with network... | 6 years and 0 weeks behind

1. Start with Bitcoin Core

BTC.

40



8 2 DriveNet (Bitcoin Core 0.16.99 + Hashrate Escrows + Blind Merged Mining) WOEAN Q
File Settings Help

Q Overview & Send & Receive B3 Transactiol s 'S‘Q Sidechains

This is experimental sidechain software. Use at your own risk! v—

Balances ;&1 Recent transactions &

Available: 0.00000000 BTC

Pending: 0.00000000 BTC

Total: 0.00000000 BTC

Connecting to peers... ® BTC HD }'

2. Add BIP 300 + 3




dam Back

rey d pay $100/t | |g|tal gold,

Adam
CEO - Bld§8

3. MetaConsensus roblem




. _2 Testchain - Wallet

File Settings Help

Parent Chain Overview Receive Transactions

is is a pre-releasgsest build - use at your own risk - do not use for mining or merchant applications

Balances Recent transactions

Available: 0.0000,0000 BTC

Pending: 0.0000,0000 BTC

Total: 0.0000,0000 BTC

ey 4a. Fork Our Templa




v

5 Te- - Wallet o v AR
Bitcoin Payments

File Settings Help

Parent Chain Overview Receive Transactions

This is a pre-release test build - use at your own risk - do not use for mining or merchant applications

Balances Recent transactions

Available: 0.0000,0000 BTC

Pending: 0.0000,0000 BTC

Total: 0.0000,0000 BTC

A Change Name
A Change Blocksize / SIGOP Limits
A This software requires a BTC Core Node.

Syncing Headers (7.5%)...




Propose Sidechain
Required

ACK Sidechain(s) version

Cl‘.ﬂflgll.'ar o Fa 5)

Description

Sidechain address bytes

Sidechain software hashses (recomended)

Release tarball hash

Now Open For Business

Build commit hash

5. Add NeW ESCrO Create sidechain proposal




4 | | I
On layerl.: | i
s Ll
\ %
e Y

6a. Spend from Laydrto Layerl.5

46



On layerl.:

o

NRAFFYQa T1T2nnn

6b. Spend from Lay€lr to Layeyl.5

4 )
— — :

)
e Y

a7



On layerl.:

40800
Bitcoin.com Wallet

Bitcoin.com Wallet

A simple, secure way to send and receive bitcoin. a
Q

2,503,464 wallets created so far B

~ Mobile -

s Download on A\, Download on
App Store ’/’ Google Play

— Desktop —

Download on -- Download on Download on

MacOS HEE Windows Linux

/. Spend within the Escro




Sideshift Shapeshift, Atomic Swajpdc

SIDESHIFT.AI
TEST PILOT STAGE

Become An Affiliate: Shill friends, get money

Choose conversion

Bitcoin (Lightning) Tether USD

Time From To
7 hours ago < 0.0003 BTC0.008601 ETH
16 hours ago 0.0149022 BTC 0.9805 ZEC
17 hours ago < 0.00001 BTCO.03671 USDT
17 hours ago < 0.00001 BT(

v e s o 8@, SWAPPING O INStant FreedOh

4
/ 4

| 68 | - Andreas

~F'>F:—;
»‘ﬁ» |

49



~

On layerl.:

I VR
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s Emme
N
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8b. Prisoner Exchangk
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On layerl.:

~

— —

\_

WZEIQNJQ : NJ\|-y'Q

|

Take these 2,980
BTC out please..

9.

Leaving Prisob

51



/o

| )
| 2 | —
~ - Fa é_

— 4 7 N

N

2980 to Andreas
AN

114 to Erik
/ e

\

BTC out please..

{ Take the

T Xt yR

\

se 2,980

i K 3

=

it \

Andreas ‘5\1&95 S \‘ﬁ{W =~

O

O

N e | O
G~ ’ S ®

C&Aljézf\y'ot?éY

10. The Withdrawal Tx

32 bytes

What do



Information Console Network Traffic Peers

~_getblockheader

"hash":
"84e51e142b7410dad573e0b63225cc935c27a29ca3fdlclfel47d9b03e89a5ce"”,

"confirmations": 1,

"height”: 83,

"version": 536870912,

"versionHex": "20000000",

"merkleroot":
"6fb20a8389al1442abd4b7d540e9c68c0e7bbb9bdb42b2d243c5d40d33deed605"”,

"time": 1556522344,

"mediantime": 1556522316,

"nonce": 0,

"bits": "207fffff",

"difficulty”: 4.656542373906925e-10,

"chainwork":

"hashwtprime":
polofololololototofolofololofelololofololofolotololelotoolofolelololefolotofofololotototofotolotototololelololoTololoto olo [0 0 R

“previousplLocknasn”:
“"4fb9bd41b134fda5638a4c9da2f8419eefb7dae5ab9e70c621c5feldc86115cf”

}

10. The Withdrawal Tx

32 bytes




Prison Metaphor

1st gate

gate

13150"

54

h+ 7+ X

Vd

Vd

MM® {0 NI AY




t NB 3 NE5 a

]

MH® al [ AY




fau . )
|é ‘|
On layerl: 2980 to Andreas
114 to Erik
\_ /
Andreas
; Erik
.‘,
~
—

. ; 2
13. Withdrawal Complete 52 bytes .
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Example



zCash Example

DriveNet [regtest)(Bitcoin Core 0.18.99 + BIPs 300 and 301)

File Taols Settings Help
F . e, Iﬁ - 'I:‘_I F-:.‘ r o
{of Owerviea = Send 54 Receive 41) Transactions v Sidechains
-
Br
e
a.0
Soemy, no sidechains have bean activated yet. i
Flease chack back |ater!
L {Li
E.Al
l;_-_.- Add | Remove
- Fe
| Make ssdechain transfers and manage sidechain settings 101 blocks | © peers | Last block: 0 seconds A 58



http://www.layertwolabs.com/

Create Sidechain Proposal v A @

¢ I 1 S I (’X{ f Required

Slot # 21 Title ZSide

Optional but recommended

Description

A coinbase messaganouncing
that we want to assign Slot 1:

a global name, and

some optional info to identify Version
the L2 node software

ZCash as a Bitcoin sidechain

Release tarball hash (256 bits)
8c2a146ad3b464e16e5065f84c6c54905b16ae97c¢72d8f
Build commit hash (160 bits)

7af8c02db761ffc05f240d02b03ad131¢3307728

v Propose Sidechain

t.me/Dclnsiders www.LayerTwolLabs.com



http://www.layertwolabs.com/

DriveNet [regtest)(Bitcoin Core

le Taools Settings Help

: R o5
;} Overview = Send & Receive 4:.) Transactions %) Sidechains

Testchain
T 2S1ide

sidechain Activation Management

Escrow Status (Active Sidechains)

# Active Name Address CTIP TxID CTIP index Private Key

0 true Testchan sYXjofl1DbS8TANL7dyQwWWnWADrHDYr99r NA NA 91bRcYNm4Rpdy4u9

1 tue 2Sde shOxmymHiUxrdhy 7Fyh8wjxoCb8me29YX0 NA NA 92)IVFaoWPBOIrIojEIN
k

.
Pending Sidechain Propasals

Vote Title Dascription Age Fails Koy Script Hex

t.me/Dcln!

Larx | SRwack () Cremnmummsa_‘)

Drivechains are Proposed, ahG@Kean L1

Each proposal / Ack | |s amessage |n a L1 coinbase

)%ruthcom 64

T S ¥ WWW W W VT WS T W W WOt W T W ¥
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1 -- Get destination address from zCd3hvechain

Deposit

® OriveNet-testnet v w3 -- L1 broadcasts the deposit
DriveNet [regtest](Bitcoin Core 0.16.99 + BIPs 300 and 301) 4 -- After the deposit confirms on L1, L2 credits user the cqins.

File Tools Settings Melp

' : - R ., ;
(_:J\ Overview > Send }aﬂ Receive {1) Transactions 1) Sidechains

0: Testchain Make Deposits See Withdrawals
1: 2S1de ZSide - wallet [regtest)

An address you own on the sidechain you are depositing to:

$1_tnE3C2ZUIR16R76 MUY dTham3CLZNIKGET_238643 m“‘-ﬂ' () cloar Overview |=>» Send EAJ Receive  £1) Transactions @ ZCash Tr Melt / Cast
Deposit 1000.0000,0000 (= |BTC - .
[ Deposit drawal Explorer A BMI Total sidechain wealth: 0.0000,0000 SC1
Fee 0.0040,0000 5| |BTC -
The sidechain may also deduct a fee from your deposit. 2 00

Next Withdrawal Bundie: Waiting for withdrawals
Your Recent Deposits
SC # Amount Conl Deposit visible on SC? dechain ) Deposit 1o Sidechain

1 1000.0000,0000 0 Not yet. Walting for confirmations

155 from the mainchain
will collect its own fee of. 0.0000,1000 SC1
ikl We have no way of knowing when/if your deposit will show up on the SC @ | 161sUYdTbam3CLENIKIES_2386a3
o/ J ner ve

J New ®' Copy

1236 blocks | 0 peers | Last block: 1 minute ago

connecting to peers WT": None yet. Waing for ”':hd“',"lslgblosbl,o peers IP,“ block: 1 year and 33 weeks ago |

t.me/Dclnsiders www.lL ayerTwoLabs.com @truthcoin | &
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zCash Featurés Now we have a-address to use!

Z5ide - wallet [regtest]

Fle Settings Help

[ A - A P
) ParentChain 4} Overview — Send Cﬂ Receive <L) Transactions @ ZCash ? Meit / Cast

Your Z Address: Zregtestsapling3ghB808t3th6x3fd9legDargkOg03ugkkirhptermy lgnzb2ke TuzOcpSrtxmize2t9crk Sveqéyg 0

¥ Melt T Cast

Click here to Meilt ALL of your transparent Coins Click here to Cast 95-100% of your z-value as 4 new Coins
Avallable Lo mell: 874.0001,9000 SC1 Avallable to cast: 125.9998,0000 2
Amount Address Date # Conf Bill Amount Broadcast Day ETA

Nelt [2RzaZerthnGQEY JANVIZARKDCILHSnTaUT 2/28/2Y 18:49 2 Cast 85.8993 4592 Uonday Tomorrow
’ Melt nTeQDIuS24XD f tWFxd FOBCVICAkVATTEC 2728721 18:47 10 Cast 21,4748 3648 wednesday 3 Days

Nelt IRELAAT 1GVHS IBR2 9t radmnbgabBHFuKXyw 2/28/21 18:48 10 cast 10,7374 1824 Thur sday 4 Days
) Welt enQ OV IVawwzoaNSBIWGKCXA9YhIZaUwes 2/28/21 18:47 12 cast $.3687,0912 Friday S Days

Welt tnT490R ] faTITGpDAfSrNspZYfhraxJeDoz 2/28/21 18:50 2

Current UTC Ume: Sun Feb 28 23:54:01

Cast(s) scheduled: 0 Q ': Cancel

O What's Going On? = sills

’, WT*: None yet. Waiting for withdrawals. | 16 blocks | 0 peers | Last block: 3 minutes ago

t.me/Dclnsiders www.LayerTwolLabs.com @truthcoin | &
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Withdrawing BHZcasho Layerl BTC

Z5ide - Wallet [regtest] o i
Eile Setbings Help
I F —
?_} Parent Chain ‘,’f} Overview == Send E, Receive 4L} Transactions @ ZCash T Melt | Cast

Transfer | 450 Withdrawal Explores ol Tl Tokal sidechamn wealth: 1000,0000, 0000 SCL
Your sidecham balanca: 5000004, 06000 5C1 Mext Withdrawal Bundle: Walting for withdrawals,
{ Withdraw from Sidechain } Deposit o Sidechain
Dastination |~ | i .__f-:'fl
vitthdrawal D.00D0, oo h
Mainehain Feo D.0000, 0000

Transaction Feg 0. 0000, Bhoo

Tothl cost Liali il i

Withdraw

WT=: Mone yet. Walking for withdrawals, | 24 blocks | 0 peers | Last bleck: 24 seconds ago

L.ITIe/DCITISIiuers VWWW.LAYEIl 1WULADS.COITI WLHHULTTICOINT 7 62
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Filg Settings Help
"y

4y Parent Chain  {Jj Overview = Send & Receive £L) Transactions

" Transfoy 2} whithdrawal Explorers R

WT-Bundles Mext Bundle

Z5ide - Wallet [regbesk]

@ ZCash .]_jh Malt f Cast

Total sidechain wealth: 1 000.0000,0000 5C1

Candidate WTE - sarfed by maincham fee, (Each WT consumes 138 malnchadn wiytes )

Amount Wainchain Fee Destination

400 . 0000 , 0000 SC1 ) 0.0090, 0000 BTC nbYoHUDEG?pal K498kpe 24 EFURNNTHLT

m]

Cumulative WT Weight
460 S S0000

Show My WTs Only

t.me/Dclnsiders

www.LayerTwolLabs.coni

@truthcoin |


http://www.layertwolabs.com/

ZSide - Wallet [regtest]

File Settings Help

'S‘Q Parent Chain @ Overview ?5' Send & Receive  £1) Transactions ® ZCash ? Meit / Cast

" Transfer ) Withdrawal Explorer A BMM Total sidechain weailth: 1 000,0000,0000 SC1

WT-Bundles Next Bundle

Candidate WTs —~ sorted by mainchain fee. (Each WT consumes 136 mainchain whiytes ) Show My WTs Only

Amount Mainchain Fee Destimation Cunulative WA Weight
1.0000,0000 SCt 0.0090,0000 BTC nigkaledppPRHxKCUUBHZSAYd672byvZXu 460 / 50000
1.0000,0000 SCt 0.0090,0000 BTC nigkaledgpPRHxKcUUBHISAYd672byvZKy 596 / 50000
1.0000,0000 SCI 0.0050,0000 BYIC nigkaledgpPRitxKcUUBHZSAyd672byvZKu 732 / 50000

400.,0000,0000 SC! D,0090,0000 BYC NZhYHHUDEZPAL KAk 2 2NLE FURNNTHELT 868 / 50000
1.0000,0000 SC! 0.0090,0000 BTC nigkaledgpPRHXKCUUBHZSAYd672byvZKy 1004 / 50000
1.0000,0000 SCt 0.0090,0000 BTC nigkaledgpPRrxKcUUSHISAYdS 7 2byvIKy 1140 / 50000
1.0000,0000 SCI 0.0090,0000 BTC nigkaledgpPRMxKcUUBHZSAyd672byviKu 1276 / 50000
1.0000,0000 SC1 0.0090,0000 BTC nigkaledgpPRAXKCUUBHZSAYdS6T2byvZKu 1412 / 50000
1.0000,0000 SC1 0,0090,0000 BYIC nigXaledgpPRMxKcUUBHZISAYdG72byviXy 1548 / 50000
1.0000,0000 SCI 0.0090,0000 BYC nigkaledgpPRMxKcUUBHZSAyd672byvZKu 1684 / 50000
1,.0000,0000 SCt|0,0090,0000 BTC nigkaledgpPREXKCUUBHZSAYd672byvZXU 1820 / 50000
1.0000,0000 SC1 0.0050,0000 BYC nigkaledgpPRAxKcUUBHZSAYyd672byvIKu 1956 / 50000

A- A+

- —— - :

WT™: None yet. Waiting for withdrawals. | 29 blocks | 0 peers | Last block: 8 seconds ago



http://www.layertwolabs.com/

ZSide - wWallet [regtest]

Eile Seltngs Help

F"'.,_‘:u Parent Chain 1:]' Overmaw :-'_ﬁ- Sand g Recave {:I Transactions

5 Transfer ) wWitherawal Eopdairer

WT-Bundes MNext Bundls

| Autormatically update bo lalest
DDl ch3a73b7adff7226a61e1eff2c2 7052 5016b6i80a5be75h0Z20fA59143e]

Mainchain status:
Humar of WTis);
Haenghit croatod:

WTish inchided

Armoiant
1. 0008, 0000 5C1
1. 000, Q000 SC1
1.0000, 0600 SCA

400 000D, 000D SC1
1. 0000, 0000 SC1
1. 0000, gopdy 561
1. 0000, 0000 SCA
10000, 0000 5C1
1. 0004y, 00y S0
1.000(0, 00D SCA
10000, 000 SC1

Created
12
30

Mainchain Fee
0, D | D000
0, (05D, 0000
0.00%0 , 0000
0. D090 OO0
0, 0050 , 0000
0, OO0 | OO0
0.00%0 , 0000

0, 0090, D00

0 (a5l 00
0, 0090 | D00
0 0090 |, 00

Total wathdrawal amount:
Tokal mainchain feas:
Taobal trars Schesn $re;

@ zcash T meltscast

4 B Total sidechain wealth: L 000 0000, 6000 5C1

Chestinathon

i gial edgp P Rk cUUBME Sy d6 7 2 by viZKu
nigial edgpP RExKcUUBHES Ay db 7 2Dy vIKy
il ga 1 edgn PR K o UUBHE S Ay a6 T2 By v IKL
nZbybHUDS zpal K4 9an 7 24 E FURNMTHELT
nigEal edppP RExKCUUBHZ S Ay di T 2 by v ZKu
nigkal edgpP RExKCUBHESAyde T 2byvIKy
1 giat edgpP R CUUBHZ S Ay d6 7 2By vIKu
N1 gEal edgpP RExKCUUBHESA w6 72 by viiKu
n1gia’ edgpP RExKCUUBHES Ay db 72 by v Ky
nigealedgpP Rl c UUBME SaydB T2 Byw IKu
nl Ehﬁ.: ] |:|:_g;|F'EH:l: LERN )T !-'.A:,rl.‘rﬁ-'-' ?h:lrl.-'E'l:Ll

41L.1080,0000 5C1
0. 1080, 00:H0 BTC
1964 | 50000 wBylos

D | withdrawal History

WT=: 00d1ch3a7IbTadff7226a61e1eff2c27h525016b6fReaSh2eTSha20f459143¢1 | 30 blocks | 0 peers | Last bdock: 25 seconds ago
y i N —
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File Tools Settings Help

{3 Overview  [=» Send g Receive €L} Transactions l’.J Sidechaing

0: Testchain

E} Add § Remove

Make Dipasits

DriveMet [regbest](Bitcoin Core 0.16.9% + BIPs 300 and 301)

Sen Wiithdrawals

Double-chek fes detaits i)

Sidechain Age Max Age Acks  Approved

Fy

300 1/ 140 false

WT™ hash

Lo ACK WT"{s)

00d1cb3a7IBTadff 7226061010 2c2 Th5 2501 6b6fRea Sh2e 75032074591 4301 _

| 273 blocks | O peers | Last block: 16 seconds aga |

T
(o

| eOgp P R K C LUBHE S Ay 06 7 2 K
1 edgpP Rtk cUUBHZ S Ayoh 7 2byv ZKu
1 edgpP itk cUUEHZ S &ydh 7 Iy 2Ky
HUDSz pal X4 90kpz INAEFURRMTHEUT
1 edepP REKcUUBHS Shydd 7 2byviZKy
| edgnP Rk cUUEH 25 Ay 08 7 ZbyvEKuy
| EdRpP R CUUBHT SAwdE 7 Xy T Ky
1 edgpPRExKCUUBHZ Shopdh 7 TbyrvZ
1 edgpP RHxE cUUBH 25 Ayob 7 2byw 2K
| edgpPREeE CIRBHZ S A6 7 ThywZKu
1 etdgpP RHsEcUUBHZ SAydd 7 Toyw iy

WT: 00d1cb3a73b7adif 72 26261 e Laff2c2 7052301 6ba{ReaSh2eT Sha20f45014 3,

WT™: None vel. Waiting for withdrawals. | 34 blocks |0 peers | Last block: 50 secan
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{uniselect all

Ql

Amount
25.0000.6240
0.0002.0000
49.9942.8300
250000.6700
0.0002.0000
25.0000.6700
0.0002.0000
25 00006240
0.0002.0000
25 0000,3120
0.0001.0000
25 00006700
0.0002.0000
25 0000.6240
0.0002.0000
2500006230
0.0002.0000
2500006240
0.0002.0000

250000.,2120
A AN AANN

Tree mode

DriveNet

Amount:

* Lst mode

Received wath abel

{no label)
(no label)
(change)
(no label)
(no label)
(no label)
(no label)
(no label)
(no label)
(no label)
(no label)
(no label)
(no label)
(no label)
(no label)
(no label)
(no label)
(no label)
(no label)
(no label)
fnn lahal)

0.0000,0000 BTC

[regtest](Bitcoin Core 0.16.99 + BIPs 300 and 301)

Coln Selection

Fee: 0.0000,0000 BTC

Received with address
mpXpSiCUZaPXAyAcwosDATSWSBVSXS1d
mMpXpbiCUZaPXAyACwOsDATSWSBSYSXS 1id
2ND2s6s5bKSvPRgBBY Tvol Tuk3ACqB3x)HV
N3gyMa|MCHQYSXhKpAKCAL ZSv29FpYwsit
N3gyMaMCHQYSXhKpAKCA1Z5v29FpYwS)t

MUt TNEXQ9ppEnNZMfBwWWYMESPErXM1Csf
MOUTNEXqOppENNZMIBWWYMESPE XM1Cs!
makMRWyQDXL1tCUoCZCASEWpEDIJVVYmMx9
mGkMRWyODXLICUoCZCASeWPELIWWymx9
MUSOSXaHSpZYSFGMSbHVDA1kX77AWNHANA
MUSOSXaHSRZYSFGMSbHVDATKX77AWNHANA
mhtYsHQZLYScqQTHMmmMdh YEJ4d6bZTeb5c
mhtYsHO2LvScqTHmmdh YEJd6LZTab5
MEXSUJQBBLA2SIMEWDANT Tm1ghLRZWNES
mkXsujO68L32SIREWDLANT Tm1ghLRZWNBS
myQclangwaXCrsydnZaQycigEPgloCATUE
mygLangw8XCr5YdnZzQycBgEPgloC4ATUE
N1SVIMEXDQDSHAKIZIQbKAtEVGSbgjewxZ
n1sViMEXDODSHkIZIQbKAEVGShajowxZ

MfZAQZRCINFMMrwy TvaKiXMfuXKVRAAF
ol ZAMIRr PNEM I Tun Vil Y ML Y YR AAS

After Fee: 0.0000,0000 BTC

Date

2/28/21 18:49
2/28121 18:49
2/2821 18:49
/28121 18:50
2/28/21 18:50
2/28/121 18:50
2/28/21 18:50
2/2B121 18:50
2/28121 18:50
2/28121 18:54
228121 1854
2/28/21 18:54
2/2821 18:54
2/28121 1854
2/28121 18:54
2728121 1901
2/28R21 19.01
22821 19.01
2/28121 19.01

2/28/21 1901
F8M 16Mm

Confirmabtons

166
166
165
165
165
164
164
163
163
162
162
161
161
160
160
159
159
158
158

157
157
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4 - The
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BIP30QG; The Six Messages

BIP: 3@@

Layer: Consensus (soft fork)

Title: Hashrate Escrows (Consensus layer)

Author: Paul Sztorc <truthcoin@gmail.com>
CryptAxe <cryptaxe@gmail.com>

Comments-Summary: No comments yet.

Comments-URI: https://github.com/bitcoin/bips/wiki/Comments:BIP-0300

Status: Draft

Type: Standards Track

Created: 2017-08-14

License: BSD-2-Clause

Post-History: https://lists.linuxfoundation.org/pipermail/bitcoin-dev/2017-May/014364.html

t.me/Dclnsiders www.LayerTwolLabs.coni @truthcoin
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Specification

Overview

Bip300 allows for six new blockchain messages (these have consensus significance):

M1. "Propose New Sidechain”

M2. "ACK Proposal”

M3. "Propose Bundle"

M4. "ACK Bundle”

MS5. Deposit -- a transfer of BTC from-main-to-side

M6. Withdrawal -- a transfer of BTC from-side-to-main

Nodes organize those messages into two caches:

e D1. "The Sidechain List", which tracks the 256 Hashrate Escrows (Escrows are slots that a sidechain can live in).

e D2. "The Withdrawal List", which tracks the withdrawal-Bundles (coins leaving a Sidechain).

t.me/Dclnsiders www.LayerTwolLabs.com @truthcoin
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cryptaxe@hal:~/Drivechain$ ./src/drivechain-cli help createsidechainproposal
createsidechainproposal

Generates a sidechain proposal to be included in the next block mined by this node.

Note that this will not broadcast the proposal to other nodes. You must mine a block which -
Pending proposals created by this node will automatically be included in the soonest block I

Arguments:
. "nsidechain" (numeric, required) sidechain slot number
. "title" (string, required) sidechain title
. "description" (string, optional) sidechain description
. "version" (numeric, optional) sidechain / proposal version
. "hashid1" (string, optional) 256 bits used to identify sidechain
. "hashid2" (string, optional) 160 bits used to identify sidechain

Examples:
> drivechain-cli createsidechainproposal 1 "Namecoin" "Namecoin as a Bitcoin sidechain" 0 7!

db27608c7428251c6755e5a1d9e9313

> curl --user myusername --data-binary '{"jsonrpc": "1.0", "id":"curltest", "method": "crea
chain" 0 78b140259d5626e17c4bt339c23ch4Ta8d16d138171d9803ec394bb01c051f0b 90869d013dh27608C
.1:8332/

cryptaxe@hal:~/Drivechain$ ./src/drivechain-cli createsidechainproposal 1 "Namecoin" "Namect
d9803ec394bb01c051f0b 90869d013db27608c7428251c6755e5a1d9e9313
{
"nSidechain": 1,
"title": "Namecoin",
"description": "Namecoin as a Bitcoin sidechain",
"privatekey": "5JPjosnCe69m5S6JFahcc6AQsDEoRadjE4LZ j4dmGkv2EfPFKma" ,
"keyid": "c6fbd9b51c3883fh3d5f41a3d930fadca7ca3483",
"version": 0,
"hashID1": "78b140259d5626e17c4bf339c23cbh4fa8d16d138f71d9803ec394bb01c051fOb",
"hashID2": "90869d013db27608c7428251c6755e5a1d9e9313"

t.me/Dclnsiders

Create Sidechain Proposal VIR @
Required

Slot # 21 Title ZSide
Optional but recommended

Description

ZCash as a Bitcoin sidechain

Version

Release tarball hash (256 bits)

8c2a146ad3b464e16e5065f84c6c54905b16ae97c72d8f
Build commit hash (160 bits)

' 7af8c02db761ffc05f240d02b03ad131¢c3307728

Propose Sidechain
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Create ' Thisusedto be

the private key

cryptaxe@hal: $ ./src/drivechain-cli help createsidechainproposal 2 -'F U K S a
createsidechainproposal Slot# 21 11 ( .

Generates a sidechain proposal to be included in the next block mined by this node. S|n9|e UTXO
Note that this will not broadcast the proposal to other nodes. You must mine a block whivc
Pending proposals created by this node will automatically be included in the soonest block I

Optional but recommerivV=Ne o) i ¢ (o Ko &1 aF:\s
Arguments: '

. "nsidechain” numeric, required) sidechain slot number but you Can still
. "title" string, required) sidechain title Description thi .
ink of it that way.

. "description" string, optional) sidechain description

. "version" numeric, optional) sidechain / proposal version . . . .
. "hashid1" string, optional) 256 bits used to identify sidechain ZCash as a Bitcoin sidechain

. "hashid2" string, optional) 160 bits used to identify sidechain

Examples:
> drivechain-cli createsidechainproposal 1 "Namecoin" "Namecoin as a Bitcoin sidechain" 0 7!

db27608c7428251c6755e5a1d9e9313

> curl --user myusername --data-binary '{"jsonrpc": "1.0", "id":"curltest", "method": "crea [RAV/=g3le]a
chain" @ 78b140259d5626e17c4bf339c23ch4Ta8d16d138171d9803ec394bb01c051f0b 90869d013db27608c!

.1:8332/

cryptaxe@hal: $ ./src/drivechain-cli createsidechainproposal 1 "Namecoin" "Namect
d9803ec394bb01c051f0b 90869d013db27608c7428251c6755e5a1d9e9313 elease tarball hash (256 bits)
{

e 8c2a146ad3b464e16e5065f84c6c54905b16ae97¢c72d8f

"title": "Namecoin" )

"description": "Namecoin as a Bitcoin sidechain",

"privatekey": "5JPjosnCe69m5S6JFahcc6AQsDEoRadjE4LZ j4dmGkv2EfPFKma" , i i i
"keyid": "c6fbd9b51c3883fh3d5f41a3d930fadca7ca3483", BUlld commit haSh (1 60 bltS)
"version": 0,

; . [
"hashID1": "78b140259d5626e17c4bf339c23chafasd16d13sf LIS NElPS people \7af8C02db761ffC05f240d02b03ad131C3307728

"hashID2": "90869d013db27608c7428251c6755e5a1d9e9313" o
find (and agree on)

GKS aARS & v’ Prepose Sidechain
t.me/Dcinsiders node software.
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createside

t.me/Dclnsiders node software.

Merkle Tree

Generates / \
Note that
Pending pr
. "nsidec |
. "title"”
- Jescrl |Output 1
. hashid = |OULPUE 2
. "hashid |
Examples: o
> drivecha | OUtpUt n . 07
db27608c74 |
> curl --u rea
chain" 0 7 308C
.1:8332/
$ ./src/drivechain-cli createsidechainproposal 1 "Namecoin" "Namec
d98@3ec394bb@1c@51f@b 90869d013db27608c7428251c6755e5a1d9e9313
{
"nSidechain": 1,
"title": "Namecoin",
"description": "Namecoin as a Bitcoin sidechain",
"privatekey": "5JPjosnCe69m5S6JFahcc6AQsDEoRadjE4LZ j4dmGkv2EfPFKma" ,
"keyid": "c6fbd9b51c3883fh3d5f41a3d930fadca7ca3483",
"version": 0, .
"hashID1": "78b140259d5626€17c4bf339c23cbafasd16d138f  LOIS helps people
"hashID2": "90869d013db27608c7428251c6755e5a1d9e9313" o
} find (and agree on)
o 2~ ~ A Y
UuKS aARS (Gl

erT

te- OP_RETURN (Ox6a)
4-byte - Header (OXD5EOC4AF)
N-byte ¢ SC serialization....
1-byte nSidechain
4-byte nVersion
X-byte strkeylD
X-byte strPrivKey
X-byte scriptPubKey
X-byte title
X-byte description
32-byte hashiD1
20-byte hashiD2
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M2 -- ACK Sidechain Proposal

M2 is a coinbase OP Return output containing the following:

1-byte - OP_RETURN (@x6a)
4-byte - Message header (BxD6E1C5BF)
32-byte - sha256D hash of sidechain's serialization

Notes

The new M1/M2 validation rules are:

1. Any miner can propose a new sidechain (M1) at any time. This procedure resembles BIP 9 soft fork activation: the network must see a
properly-formatted M1, followed by "acknowledgment” of the sidechain (M2) in 90% of the following 2016 blocks.

2. Bip300 comes with only 256 sidechain-slots. If all are used, it is possible to "overwrite" a sidechain. This requires vastly more M2 ACKs --
50% of the following 26300 blocks must contain an M2. The possibility of overwrite, does not change the Bip300 security assumptions
(because we already assume that the sidechain is vulnerable to miners, at a rate of 1 catastrophe per 13150 blocks).

t.me/Dclnsiders www.LayerTwolLabs.com @truthcoin
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M2 -- ACK Sidechain Proposal

M2 is a coinbase OP Return output containing the following:

1-byte - OP_RETURN (@x6a)
4-byte - Message header (BxD6E1C5BF)
32-byte - sha256D hash of sidechain's serialization

Notes

The new M1/M2 validation rules are:

1. Any miner can propose a new sidechain (M1) at any time. This procedure resembles BIP 9 soft fork activation: the network must see a
properly-formatted M1, followed by "acknowledgment” of the sidechain (M2) in 90% of the following 2016 blocks.

2. Bip300 comes with only 256 sidechain-slots. If all are used, it is possible to "overwrite" a sidechain. This requires vastly more M2 ACKs --
50% of the following 26300 blocks must contain an M2. The possibility of overwrite, does not change the Bip300 security assumptions
(because we already assume that the sidechain is vulnerable to miners, at a rate of 1 catastrophe per 13150 blocks).

t.me/Dclnsiders www.LayerTwolLabs.coni @truthcoin
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Notes on Withdrawing Coins L y 5 N\R g S CV) K I 7\ y Z d ] dZ‘S/

Bip300 withdrawals ("M6") are very significant.

For an M6 to be valid, it must be first "prepped” by one M3 and then 13,150+ M4s. M3 and M4 are about "Bundles”.

What are Bundles?

Sidechain withdrawals take the form of "Bundles” -- named because they "bundle up” many individual withdrawal-requests into a single rare
layer1 transaction.

Sidechain full nodes aggregate the withdrawal-requests into a big set. The sidechain calculates what M6 would have to look like, to pay all of
these withdrawal-requests out. Finally, the sidechain calculates what the hash of this M6 would be. This 32-byte hash identifies the Bundle.

This 32-byte hash is what miners will be slowly ACKing over 3-6 months, not the M6 itself (nor any sidechain data, of course).

A bundle either pays all its withdrawals out (via M6), or else it fails (and pays nothing out).

Bundle Hash = Blinded TxID of M6

The Bundle hash is static as it is being ACKed. Unfortunately, the M6 TxID will be constantly changing -- as users deposit to the sidechain, the
input to M6 will change.

To solve this problem, we do something conceptually similar to AnyPrevOut (BIP 118). We define a "blinded TxID" as a way of hashing a txn, in
which some bytes are first overwritten with zeros. These are: the first input and the first output. Via the former, a sidechain can accept deposits,
even if we are acking a TxID that spends from it later. Via the latter, we can force all of the non-withdrawn coins to be returned to the sidechain

(even if we don't yet know how many coins this will be). .-



M 3 M/erkle T\ree

Coinbase ... Txn2 Txn3

M3 -- Propose Bundle |Output 1

M3 is a coinbase OP Return output containing the following: |OUtPUt 2

1-byte - OP_RETURN (@x6a) ...
4-byte - Commitment header (BxD45AA943) |
32-byte - The Bundle hash, to populate a new D2 entry |Output N

The new validation rules pertaining to M3 are:

1. If the network detects a properly-formatted M3, it must add an entry to D2 in the very next block. T
26,299. The starting ACKs count is 1.

TX

starting "Blocks Remaining” value is

2. Each block can only contain one M3 per sidechain. Ox DA45AA945

Once a Bundle is in D2, how can we give it enough ACKs to make it valid?

t.me/Dclnsiders www.LayerTwolLabs.coni

@truthcoin
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M4 -- ACK Bundle(s)

M4 is a coinbase OP Return output containing the following:

1-byte - OP_RETURN (@x6a)
4-byte - Commitment header (8xD77D1776)
1-byte Version

n-byte The wvector describing the "upvoted" bundle-choice, for each sidechain.

Version 0x01 uses one byte per sidechain, and applies in most cases. Version 0x02 uses two bytes per sidechain and applies in unusual
situations where at least one sidechain has more than 256 distinct withdrawal-bundles in progress at one time. Other interesting versions are
possible: 0x03 might say "do exactly what was done in the previous block" (which could consume a fixed 6 bytes total, regardless of how many
sidechains). 0x04 might say "upvote everyone who is clearly in the lead" (which also would require a mere 6 bytes), and so forth.

If a sidechain has no pending bundles, then it is skipped over when M4 is created and parsed.

The upvote vector will code "abstain™ as OxFF (or OxFFFF); it will code "alarm™ as OxFE (or OxFFFE). Otherwise it simply indicates which
withdrawal-bundle in the list, is the one to be "upvoted”. For example, if there are two sidechains, and we wish to upvote the 7th bundle on
sidechain #1 plus the 4th bundle on sidechain #2, then the vector would be 0x0704.

The M4 message will be invalid (and invalidate the block), if it tries to upvote a Bundle that doesn't exist (for example, trying to upvote the 7th
bundle on sidechain #2, when sidechain #2 has only three bundles). If there are no Bundles at all (no one is trying to withdraw from any

sidechain), then *any* M4 message present in the coinbase will be invalid. If M4 is NOT present in a block, then it is treated as "abstain”.

The ACKed withdrawal will gain one point for its ACK field. Therefore, the ACK-counter of any Bundle can only change by (-1,0,+1).

Within a sidechain-group, upvoting one Bundle ("+1") requires you to downvote all other Bundles in that group. However, the minimum ACK-
counter is zero. While only one Bundle can be upvoted at once; the whole group can all be unchanged at once ("abstain™), and they can all be
downvoted at once ("alarm™).

_!ii Finally, we describe Deposits and Withdrawals.



http://www.layertwolabs.com/

M4 -- ACK Bundle(s)

M4 is a coinbase OP Return output containing the following

1-byte - OP_RETURN (@x6a)

4-byte - Commitment header (8xD77D1776)

1-byte - Version

n-byte - The vector describing the "upvoted" bund]

Version 0x01 uses one byte per sidechain, and applies in m¢
situations where at least one sidechain has more than 256 ¢
possible: 0x03 might say "do exactly what was done in the |
sidechains). 0x04 might say "upvote everyone who is clearly

If a sidechain has no pending bundles, then it is skipped ov

The upvote vector will code "abstain" as OxFF (or OxFFFF); it
withdrawal-bundle in the list, is the one to be "upvoted”. Fc
sidechain #1 plus the 4th bundle on sidechain #2, then the vector would be 0x0704.

The M4 message will be invalid (and invalidate the block), if it tries to upvote a Bundle that doesn't exjst (for example, trying to upvote the 7th
bundle on sidechain #2, when sidechain #2 has only three bundles). If there are no Bundles at all (no one s trylng to withdraw from any

OO OO 03 00

Within a sidechain-group, upvoting one Bundle ("+1") requires you to downvote all other Bundles in that group. However, the minimum ACK-

sidechain), then *any* M4 message present in the coinbase will be inyalid_LEbAic MO nracant in o b

The ACKed withdrawal will gain one point for its ACK field. Therefore,

counter is zero. While only one Bundle can be upvoted at once; the whole group can all be unchanged at once ("abstain™), and they can all be
downvoted at once ("alarm™).

Finally, we describe Deposits and Withdrawals.
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Coin Quantity
Increasing = Deposi
M5 -- Deposit BTC to Sidechain

Both M5 and M6 are regular Bitcoin txns. They are distinguished from regular txns (non-M5 non-Mé6 txns), when they select one of the special
Bip300 CTIP UTXQOs as one of their inputs (see D1).

All of a sidechain’s coins, are stored in one UTXO, called the "CTIP". Every time a deposit or withdrawal is made, the CTIP changes. Each
deposit/withdrawal will select the sidechains CTIP, and generate a new CTIP. (Deposits/Withdrawals never cause UTXO bloat.) The current CTIP
is cached in D1 (above).

If the quantity of coins, in the from-CTIP-to-CTIP transaction, goes up, (ie, if the user is adding coins), then the txn is treated as a Deposit (M5).
Else it is treated as a Withdrawal (M6). See

As far as mainchain consensus is concerned, all deposits to a sidechain are always valid.

t.me/Dclnsiders www.LayerTwolLabs.com @truthcoin
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2980 to Andreas
M6 -- Withdraw BTC from a Sidechain :
114 to Erik

We come, finally, to the critical matter: where users can take their money *out* of the s\
First, M6 must obey the same CTIP rules of M5 (see immediately above).

Second, an M6 is only valid for inclusion in a block, if its blinded TxID matches an "approved” Bundle hash (ie, one with an ACK score of
13150+). In other words, an M6 can only be included in a block, after the 3+ month (13150 block) ceremony.

Third, M6 must meet two accounting criteria, lest it be invalid:

1. "Give change back to Escrow" -- The first output, TxOut0, must be paid back to the sidechain's Bip300 script. In other words, all non-
withdrawn coins must be paid back into the sidechain.

2. "No traditional txn fee" -- For this txn, the sum of all inputs must equal the sum of all outputs. No traditional tx fee is possible. (Of course,
there is still a txn fee for miners: it is paid via an OP TRUE output in the Bundle.) We want the withdraw-ers to set the fee "inside" the
Bundle, and ACK it over 3 months like everything else.
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